RAUC Update & Device Management
Manual Walnascar

PHYTEC Messtechnik GmbH

2026 4£ 02 § 13 H






Contents

RGN E 3
1.1 RAUC BEETEA . . o o e e 4
BEHTE RS 7
PV 9
31 BEBAEME . . 9
3.2 Bootloader . . . . . . . e s 10
fld RAUC J+4fu 13
41 BUEBATRTIRAL . . . . 14
RAUC F}4 15
5.1 BEMEIEHIESI Slot . . . . o 17
Yl RAUC %% 19
6.1 BEAVL ... e 19
S HI2E B 21
7.1  f#if] RAUC M USB Flash HZIFFL .« o o o o o e e e e e s s 21
T2 TARER BRIRTEEE . . . 22
7.3 W HTTP BB T . . o o e e 23
74 BHEMNTFEA HTTP mEARERE . . . . o o e 24
5% 25
8.1  JEBHEZERIZIN . . oL e 25
8.2  eMMC Boot 431X . . . e e 28







RAUC Update & Device Management Manual Walnascar Doc-rev.: imx95-alphal-237-gal9484b

RAUC Update & Device Management Manual

SCRY AR RAUC Update & Device Management Manual Walnascar

SRR RAUC FHAR &I TH

Last Modified 2026-01-29

5= RAUC Update & Device Management Manual
i&E A BSP BSP £73¢8! BSP A47HHE BSP KT
BSP-Yocto-NXP-i. MX8MP-PD26.1.0 Khz TBD in development
BSP-Yocto-NXP-i.MX91-PD26.1.0 NN TBD in development
BSP-Yocto-NXP-i.MX93-PD26.1.0 KA TBD in development
BSP-Yocto-NXP-i.MX95-ALPHA?2 KA TBD in development

AFWE ] Yocto fii4s Walnascar

PHYTEC 1 Yocto %ZATH Ampliphy (A 572 Yogurt) StHf RAUC #Lifil. RAUC P& I B AF T+t
BAETI kernel, WARHRSCOE RS, ¥ emme WA&AIMTF, BEWREFHETII bootloader.

AT WHER T W PHYTEC & ESEBPA KA RAUC HLfil. FFEHERIE, AR A FE T
bootloader MBEEFif &, X FH T ARG RAUC LB REM 2250 HEHH R PR (- 5 YA
FWIAH R FB > o

ik

AFWHE T L5 machine BRI . HIERFTEAT S 2 BT PR EEE N T IE#H) machine
B AR

Contents 1


https://rauc.readthedocs.io/en/latest/
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CHAPTER 1

RHiE

RAUC #L# v A JH#E eMMC 1 NAND flash fEfif 1y % % F, ffi | distro ampliphy-rauc B{ 3
ampliphy-vendor-rauc, X4~ distro I RAUC MLl BRINWE G, TR HIMELE . RAUC W AN FHFEAR
FIM TR R . Flan: FEAIFFE BSP KM AGHBE N A/B &4y (1235 eMMC L bootloader) . ik
B RAUC 724 —A config 7 RAFMERK AL EE G, X LIRS RE T H I E i

eMMC NAND

eMMC Boot Partitions

Bootloader
Bootloader Bootloader

config

eMMC User Area + Persistent Configuration Files

Bootloader
System A System B

config kernel®@ kernel1l

= Persistent Configuration Files

» Linux Kernel « Linux Kernel

System A System B oftree@ oftree1
* Device Tree « Device Tree
boot@ boot1
* Linux Kernel + Linux Kernel
* Device Tree » Device Tree rooto root1
* Root Filesystem * Root Filesystem

rootfs0 rootfsi
+ Root Filesystem + Root Filesystem
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1.1 RAUC EZEEHl

The partition layout is defined in the /etc/rauc/system.conf file. As an example, this is what it looks like
for i.MX 8M Plus with eMMC flash storage:

F| & 1: /etc/rauc/system.conf

[system]
compatible=phyboard-pollux-imx8mp-3
bootloader=uboot
mountprefix=/mnt/rauc
data-directory=/mnt/config/rauc/

[handlers]
pre-install=/usr/lib/rauc/rauc-pre-install.sh
post-install=/usr/lib/rauc/rauc-post-install.sh

[keyring]
path=mainca-rsa.crt.pem

# Bootloader
[slot.bootloader.0]
device=/dev/mmcblk2
type=boot-emmc

# System A
[slot.rootfs.0]
device=/dev/mmcblk2p5
type=ext4
bootname=system@
resize=true

[slot.boot.0]
device=/dev/mmcblk2pl
type=vfat
parent=rootfs.0

# System B
[slot.rootfs.1]
device=/dev/mmcblk2p6
type=ext4
bootname=systeml
resize=true

[slot.boot.1]
device=/dev/mmcblk2p2
type=vfat
parent=rootfs.1

R, slots H1 device FA[E machine Bt & MG B A H

IF

He
(=]

Updates with RAUC use an OpenSSL certificate to verify the validity of an image. The BSP includes a
certificate that can be used for development. In a productive system, however, it is highly recommended
to use a self-created key and certificate. If you need to change the keyring on an existing device, see 7

ZSACE 4
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¥ RAUC %47 for more information.
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CHAPTER 2

it EEEm

N RERARGRBUE, BB E —MEFE T, WR kernel AJEBIHE & ARG KA T HAL IO 3
SRR TEIEFIZIT, WA M AESRS. BAERT, B AERRN . IR R AR
IV, WSHX WA OHGE TR BSP 2% .

HAWEER IR HEE AN checklist, H]PAYEE 7 RAUC 3C#Y: https://rauc.readthedocs.io/en/latest/
checklist.html F1$k %),



https://rauc.readthedocs.io/en/latest/checklist.html
https://rauc.readthedocs.io/en/latest/checklist.html
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CHAPTER 3

AR E

KT RAUC, BEIRAFEELE A 52 Linux £45F1 bootloader, #EFE{I B E T partup.

3.1 S5

BB M2 X /4, EHH anpliphy-rauc 5(# ampliphy-vendor-rauc %1741 H 1) partup
. W DAE ] BSP release fiffiigiEi1) partup £, WA PAMEH Yocto H F 441, 1Bk local.conf L
HF& 2 Distro, XFEARFAY distro, S7=AERRAY build SCH-de, F7 w136 A A Az B B )44 B A 6
%, iiH OE init IA<p]isfk build H%k:

[host:~$ source sources/poky/oe-init-build-env ]

i distro ZF B fig & A ampliphy-rauc (i.MX6, AM6x, i.MX8 mainline BSP) m# ampliphy-vendor-rauc
(i.MX8,i.MX9 vendor BSP):

51Z% 1: build/conf/local.conf

[DISTRO ?= "ampliphy-rauc" ]

(1% distro 4% LA BEBAR L& — 52 B A/B RGE, AN Ikt sz

[host:~$ bitbake phytec-headless-image ]

A Y partup fLfEEATE deploy-ampliphy-vendor-rauc H3g &, Gilf:

deploy-ampliphy-vendor-rauc/images/phyboard-segin-imx93-2/phytec-headless-image-phyboard-segin-imx93-2. ’

—rootfs.partup

This partup package contains all the necessary data and configuration to flash an eMMC. partup can be
obtained from its release page. Also, see its documentation for detailed installation instructions. partup is
already installed in our Ampliphy images, phytec-headless-image and can be directly used e.g. from an SD
card.



https://partup.readthedocs.io/en/latest/
https://github.com/phytec/partup
https://github.com/phytec/partup/releases
https://partup.readthedocs.io/en/latest/build-install.html
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ik

To flash the initial RAUC system, a booted non-RAUC system is needed first on a different flash device.
E.g. you could boot a regular phytec-headless-image image with distro ampliphy from an SD card or, for
other scenarios, the more specialized phytec-provisioning-image with distro securiphy-provisioning.

3.1.1 eMMC

EHFRES E, M SD REshdk RAUC £41 )5, ¥ DU#i distro ampliphy-rauc B{3 ampliphy-vendor-rauc
ik Y Lpartup WEIZIT RS [

[host:~$ scp phytec-headless-image-phyboard-segin-imx93-2.partup 192.168.3.11:/root ]

SRIGHF partup (122355 eMMC H:

[target:~$ partup install phytec-headless-image-phyboard-segin-imx93-2.partup /dev/mmcblk0 ]

BUE HAr i sl ARSI S 41 A/B RE T

3.1.2 NAND

ik

TEZ HI B barebox WMt T —SL A L) in4k NAND flash ) A/B XA S rauc_init_nand,
rauc_flash_nand_from tftp fll rauc_flash_nand_from mmc, XA D 2. SR dN R Am-
pliphy BATRSG W, Linux 38 RN rauc-flash-nand 4

TRk NAND flash |, kernel, &AM SCAFRG00 EMPHR S o flash . fEHAREAH Linux PR5E
FHIhAL NAND flash DAGIZ IF A3 :

[target:~$ rauc-flash-nand -k /path/to/zImage -d /path/to/oftree -r /path/to/root.ubifs ]

WIin A 5 2 NAND flash i Al %50 . NAND &2l i 78 /proc/mtd JE42 T A root %
G HHE
1 1.MX6 1 i MX6UL %45 [, {#H bbu (barebox update) %45 bootloader

[target:~$ bbu.sh -f /path/to/barebox.bin ]

A/B % RGBAERT A NAND Flash j53h 1

3.2 Bootloader
3.2.1 BiABzh A/B &%

Booting the A/B system is done mostly automatically by the bootloader since the Yocto release hardknott.
For devices with eMMC flash storage, the corresponding setting is written into the bootloader environment
during the building of the BSP. In particular, if the distribution ampliphy-rauc or ampliphy-vendor-rauc is
used, as described previously, the bootloader automatically starts the A/B system and have the variables
set for RAUC accordingly.

H a5 & rY i A2 m] DLl 3L 7E bootloader Hi% B — AN SR SCI F-ah i . %L FEAERE 51 U-boot.
barebox F&7 H IR IR o

MaiRE 10
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3.2.2 U-Boot

The PHYTEC BSP uses U-Boot’s standard boot, to automatically select a supported distribution on available
flash devices. With the distros ampliphy-rauc and ampliphy-vendor-rauc, the boot method rauc is tried first,
if it was being flashed to the eMMC. The selection of the correct RAUC slot is done automatically by the
rauc boot method.

TENIEBIUEA Linux 8L, W] AR R ey &R A F S5

[target:~$ fw_printenv

Or in the U-Boot console:

[u-boot=> env print

You may see the RAUC specific parameters along with other U-Boot variables in the output:

BOOT system® LEFT=3
BOOT_systeml LEFT=3
BOOT_ORDER="system® systeml"

These variables are automatically set by the boot method rauc and should not be changed in normal oper-
ation.

3.2.3 Barebox

1£ barebox o1, W PLHIS AL E EIHIN RS . EiEEh A/B 5, 35 RAUC, T2 [#H bootchooser .
fign: M SD Rjgzhi A+ RAUC &%, A nmc , W& NAND ¥4, /] nand :

[barebox$ nv boot.default=bootchooser

MaiRE 11


https://docs.u-boot.org/en/latest/develop/bootstd/overview.html
https://docs.u-boot.org/en/latest/develop/bootstd/rauc.html
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CHAPTER 4

£l RAUC AR E

BTHAT RAUC MARSE, 2408 RAUC JHRA (. rauch) o ‘BHEE A THLERNMAMGR , A&L—1
RAUC manifest.raucm X43iA RAUC FAHARINE . BSP 48 T A PAE AL RAUC 1R ALY recipe.

FLH ] Yocto A7 RAUC F12¢f1, #£ distro ampliphy-rauc or ampliphy-vendor-rauc #JIF4L17% build H 5

AT RIS

[host:~$ bitbake phytec-headless-bundle

1

This results in the creation of a .raucb bundle file in deploy/images/<MACHINE>/ which can be used for
updating the system as described later. There is no need to create a manifest.raucm manually, as it is
created automatically during the build of the bundle. As a reference, the created manifest would look

something like this:

%13 1: manifest.raucm

[update]

compatible=phyboard-polis-imx8mm-3

version=r0

description=PHYTEC rauc bundle based on BSP-Yocto-FSL-1i.MX8MM-PD20.1.0
build=20200624074335

[image.rootfs]
sha256=cc3f65cd1c1993951d7a39bdb7b7d723617ac4646018b640cd8d1622ad6e4c17
$1ze=99942000
filename=phytec-headless-image-phyboard-polis-imx8mm-3.tar.gz

[image.boot]
sha256=bafe46679af8c6292dba22b9d402e3119ef78c6f8b458bcb6993326060de3aa4
size=12410534

filename=boot. tar.gz.img

FF manifest 1N ELZ(EE, S % https://rauc.readthedocs.io/en/latest /reference.html#manifest ,

13


https://rauc.readthedocs.io/en/latest/reference.html#manifest
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4.1 BIBEFTIBARE
THEERHIRA TR RAUC TH410

When updating to a Scarthgap based release from an older version, add the following to your local.conf of
the new release and rebuild the RAUC bundle:

51 Z% 2: build/conf/local.conf

RAUC_IMAGE_FSTYPE = "tar.gz"
RAUC SLOT rootfs[adaptive] = ""

After successfully migrating your system with the rebuilt bundle, revert these settings for any further bundle
updates.

8l RAUC A8 14



CHAPTER D

RAUC #Z

ZAEH RAUC JHREARSE, il 4l RAUC JH R ZAEHHE B OARNAE, BETE Linux ik
HAAE B Lo $5 VISP —Fhor sUR 6] scp . BESRAZLOHCUE RGP A RIS RIRI RS0, HoEEs)
B Linux BREE, SR AKM RS host PC.

TEEHL Bz

[host:~$ scp phytec-headless-bundle-phyboard-polis-imx8mm-3.raucb root@192.168.3.11:/tmp/

e b, raue THIE W] DARRIEEE :

[target:~$ rauc info /tmp/phytec-headless-bundle-phyboard-polis-imx8mm-3. raucb

i ST

rauc-Message: 12:52:49.821: Reading bundle: /phytec-headless-bundle-phyboard-polis-imx8mm-3.raucb
rauc-Message: 12:52:49.830: Verifying bundle...

Compatible: 'phyboard-polis-imx8mm-3"'

Version: 'ro'

Description: 'PHYTEC rauc bundle based on BSP-Yocto-FSL-i.MX8MM-PD20.1.0'
Build: '20200624073212"

Hooks: "

2 Images:

(1) phytec-headless-image-phyboard-polis-imx8mm-3.tar.gz

Slotclass: rootfs
Checksum: 342f67f7678d7af3f77710e1b68979f638c7f4d20393f6ffd0c36beff2789070

Size: 180407809
Hooks:
(2) boot.tar.gz.img

Slotclass: boot
Checksum: 8c84465b4715ccl42eca2785Tea09804bd970755142c9ff57e08c791e2b71f28
Size: 12411786
Hooks:
0 Files

(ZEFI)

15




RAUC Update & Device Management Manual Walnascar Doc-rev.: imx95-alphal-237-gal9484b

(B D)
Certificate Chain:
0 Subject: /0=PHYTEC Messtechnik GmbH/CN=PHYTEC Messtechnik GmbH Development-1
Issuer: /0=PHYTEC Messtechnik GmbH/CN=PHYTEC Messtechnik GmbH PHYTEC BSP CA Development
SPKI sha256: ,
«—E2:47:5F:32:05:37:04:D4:8C:48:8D:A6:74:A8:21:2E:97:41:EE:88:74:B5:F4:65:75:97:76:1D:FF:1D:7B:EE
Not Before: Jan 1 00:00:00 1970 GMT
Not After: Dec 31 23:59:59 9999 GMT
1 Subject: /0=PHYTEC Messtechnik GmbH/CN=PHYTEC Messtechnik GmbH PHYTEC BSP CA Development
Issuer: /0=PHYTEC Messtechnik GmbH/CN=PHYTEC Messtechnik GmbH PHYTEC BSP CA Development
SPKI sha256: ,
—AB:5C:DB:C6:0A:ED:A4:48:B9:40:AC:B1:48:06:AA:BA:92:09:83:8C:DC:6F:E1:5F:B6:FB:0C:39:3C:3B:E6:A2
Not Before: Jan 1 00:00:00 1970 GMT
Not After: Dec 31 23:59:59 9999 GMT

ERA RGN LR, 21T

[target:~$ rauc status ]

(GEIES VLIRS fE

=== System Info ===

Compatible: phyboard-segin-imx6ul-6
Variant:

Booted from: rootfs.0 (system@)

=== Bootloader ===
Activated: rootfs.0 (system@)

=== Slot States ===
o [rootfs.1l] (/dev/ubi® 6, ubifs, inactive)
bootname: systeml
boot status: good
[dtb.1] (/dev/ubi® 3, ubivol, inactive)
[kernel.1] (/dev/ubi® 2, ubivol, inactive)

X [rootfs.0] (/dev/ubi@® 5, ubifs, booted)
bootname: system0
boot status: good
[kernel.0] (/dev/ubi® 0, ubivol, active)
[dtb.0] (/dev/ubi® 1, ubivol, active)

LR T E T RIS R S, B17

[target:~$ rauc install /tmp/phytec-headless-bundle-phyboard-polis-imx8mm-3.raucbh ]

ZEEV=E

[target:~$ reboot ]

WRTHHY), RAUC & Hahbls| Hi iR 25 fEEREEY, RAUC Fiit kernel B2 shik 4L,
MBEBHRB L T REREM, RAUC £UJHBIHAS, I B H RS ich bad. 40158 82h 5 sh 2
kernel, FRGARICH good, SR A FFERITE S HATTHH T 4b— N IH ARG . FEPIRMINAY rauc install
and reboot Z J5, PN RGEHWTIR T

RAUC #H 16
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TN

When you update from a USB stick, make sure to remove the stick after a successful update before
rebooting. If not, an automatic update will be started after each boot. This is due to the 1 RAUC
M USB Flash § ##+#%% you can find below.

5.1 {gfiseay/azh Slot
AT AT 3 PHR S R4

[target:~$ rauc status mark-active other ]

R, WESMNTAI—ARGEEE.

RAUC #H 17
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CHAPTER 6

PI# RAUC 4R

PHYTEC # A7 & RN TIT S By BERIE 7S HIR A BT o B KA 5 SR B By PKI, RAUC
WAL EAE T . A TR M TT A B 5 1) Se B AN B AR . A AEHCA:, AT AR 7 it IS0 ol 08 Y T ) o
PG e BT A B B IR S22 i 2 . R IR 1 804 RAUC 430038 A AL B AR -

RAUC Bundle RAUC Bundle

signed by "development” signed by "production”

"production” CA keyring in rootfs "production” CA keyring in rootfs

install to system B install to system A

development System A reboot > System B production

state state

"development” CA keyring in rootfs "production” CA keyring in rootfs

6.1 FAYiR

AR HCH PKI QUERRIES Y] WA LT, Bmiedaid 7 afrald—4 52 L PKI.
FEATFM, FATHEXAHraEA PKL & SCh” 8577, IBIFER” JFA7 S AT

A A PIFIE A E] Yocto TAEMRHASF, 1 build/ PAK sources/ H[A—4t.

19



RAUC Update & Device Management Manual Walnascar Doc-rev.: imx95-alphal-237-gal9484b

i

FEREFLARII R ANE o3/ FOTABEM . BN ABRFRLIAERAAE AL git G, I, —28R
BB HHEE N N AT RER X BRI 82 w] DATE /u\lﬂﬁu%iirz%%‘)i‘dm’] RAUC 4 fu!

Now, a RAUC bundle must be created that contains the new ”production” CA keyring in its root filesystem
but is still signed by the "development” CA. With this, the system is converted from a ”development” system
to a ”production” system. To achieve this, exchange the file mainca-rsa.cert.pem installed by the RAUC
recipe in the Yocto sources. Create a file rauc-conf.bbappend in your own Yocto layer:

%3 1: recipes-core/rauc/rauc-conf.bbappend

FILESEXTRAPATHS prepend := "${THISDIR}/files:"

RAUC_KEYRING FILE = "${CERT PATH}/rauc-customer/mainca-rsa.cert.pem"

RIFBZHI— g RAUC THEE, R —RIATH N TR e % 41

host:~$ source source/poky/oe-init-build-env
host:~$ bitbake phytec-headless-bundle # Build the desired RAUC bundle

LR INH) RAUC THR . B & BEC 2R & A" 57 BH SR 2R A 5 IR AlatT REEH 7 4
—~ Slot H (RI_E K1 ”System B” ). AT %EF‘%F‘@’J%‘EE’J%,LD

PR ARRey” 8777 RZGE0) RAUC JIHR A &7 UL T84 . 78 bundle recipe HRFaHIANIE 132
R R A L T

5% 2: recipes-images/bundles/customer-headless-bundle.bb

require phytec-base-bundle.inc
RAUC_SLOT rootfs ?= "phytec-headless-image"

RAUC_KEY FILE = "${CERT_PATH}/rauc-customer/private/production-1.key.pem"
RAUC_CERT_FILE = "${CERT_PATH/rauc-customer/production-1.cert.pem"

RAUC_INTERMEDIATE_CERT_FILE = ""

H ¥ RAUC JH

[host:~$ bitbake customer-headless-bundle

B RAUC FHOEDAIER A, TTINSIBIG B FRRS, 3 HRS% N T4 FYTH.
BB AT B U4 0TI R LA 500 P s (VAR JT 7 TH et T
SAEI i )

Hlikt RAUC #E$A 20



CHAPTER [

1 R =451

7.1 {#FH RAUC M USB Flash BahHR

RAUC s g N —A MBI USB flash AT RS, BSP & T — IS S, KAl
A7 HE Linux Bl ARG RAUC L], 24 USB AR kernel A udev , fH—4HE XK udev

M, A USB Fiff ALl systemd IR 55

FF 1: 10-update-usb.rules

KERNEL!="sd[a-z][0-9]", GOTO="media by label auto mount end"

# Trigger systemd service
ACTION=="add", TAG+="systemd", ENV{SYSTEMD WANTS}="update-usb@%k.service"

# Exit
LABEL="media by label auto mount end"

%MR55 A 3hHE# USB flash a8 5l AL =M

5|2 2: update-usb@.service

[Unit]

Description=usb media RAUC service
After=multi-user. target
Requires=rauc.service

[Servicel

Type=oneshot

Environment=DBUS SESSION BUS ADDRESS=unix:path=/run/dbus/system bus socket
ExecStartPre=/bin/mkdir -p /media/%I

ExecStartPre=/bin/mount -t auto /dev/%I /media/%I
ExecStart=/usr/bin/update usb.sh %I

ExecStop=/bin/umount -1 /media/%i

ExecStopPost=-/bin/rmdir /media/%I

21
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EZH B, FATEA T shell AR IR B SC BN 2 48

%% 3: update_usb.sh

#!/bin/sh

MOUNT=/media/$1

NUMRAUCM=$(find ${MOUNT}/*.raucb -maxdepth 0 | wc -1)

[ "$NUMRAUCM" -eq 0 ] && echo "${MOUNT}*.raucb not found" && exit
[ "$NUMRAUCM" -ne 1 ] && echo "more than one ${MOUNT}/*.raucb" && exit

rauc install $MOUNT/*.raucb
if [ "$?" -ne 0 ]; then
echo "Failed to install RAUC bundle."
else
echo "Update successful."
fi
exit $?

THPE AT AR systemd D-Bus API e, TeFHEM a7 # 0 RAUC,

TNy
RAUC £ ¥ D-Bus API # O (3 W  https://rauc.readthedocs.io/en/latest /using.html#

using-the-d-bus-api).

1.2 R&fEe: BFRERE

A —ABHERBIN, TN ER A ZEPUH . BRI . SR RGN R A, S
EHTRERGE . XA PPN RGN ER A N LR G WRREIA IHR T % e, FHERAR
B4, MAUR T RE S 2R IR, RS M Z il E BB L alnii. o 1B X R 31 K 4
BT PMAERR R THRN A N TR, ARSI BRI . 0BT BARRIERET, A7 0T REA A
FHFI . A BTy 2O A I 2R A B TR

F3# 4: rauc_downgrade_barrier.sh

#!/bin/sh

VERSION FILE=/etc/rauc/downgrade barrier version
MANIFEST FILE=${RAUC_UPDATE_SOURCE}/manifest.raucm

[ ! -f ${VERSION_FILE} ] && exit 1

[ ! -f ${MANIFEST FILE} ] & exit 2

VERSION="cat ${VERSION_FILE} | cut -d 'r' -f 2°

BUNDLE_VERSION="grep "version" -rI ${MANIFEST FILE} | cut -d 'r' -f 3°

# check from empty or unset variables
[ -z "${VERSION}" ] && exit 3
[ -z "${BUNDLE VERSION}" ] && exit 4

# developer mode, allow all updates if version is r0@
#[ ${VERSION} -eq 0 ] && exit 0
(ST )

188 FR 24 65l 22
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(e E1)

# downgrade barrier
if [ ${VERSION} -gt ${BUNDLE VERSION} ]; then
echo "Downgrade barrier blocked rauc update! CODE5\n"
else
exit 0
fi
exit 5

AL BAE B b & b, (HRIIREF A WBE . BFRE AN Y developer mode AL T 254w 0 I
TG 2 o it

7.3 @it HTTP #HiEHRHAHRE

FARAHCER S L, BTSN, BaTAR A HTTP Mifet, X FEmSETAFE
Hbrises ARG 2SR . —FhiE B sE B 202 FE Docker 2848 24T NGINX k5. FHEAIF TR
Tl i HTTP Range Request Fp: R SEB— N5/ N T 8RS 4

AE—NF T HNZR Dockerfile

5% 5: Dockerfile

FROM nginx

COPY bundles /bundles
COPY nginx.conf /etc/nginx/nginx.conf

B NGINX, fifif HTTP range request, H HAFEFF TN F

513 6: nginx.conf

events {}
http {
server {
proxy_force_ranges on;

location / {
root /bundles;

}

}

P RALHCETE bundles 1 H . TERIEFTARCESCIG, SCIFREHAT

user@host:rauc-bundle-streaming$ find

./bundles
./bundles/phytec-headless-bundle-phyboard-polis-imx8mn-1.raucb
./nginx.conf

./Dockerfile

TEEHLR G L4 HiztT docker 743

host:~$ sudo docker build -t rauc-bundle-streaming .
host:~$ sudo docker run --name bundles -p 80:80 -d rauc-bundle-streaming

188 FR 24 65l 23
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TE HIAEG R X B2 T -

[target:~$ rauc install http://192.168.3.10/phytec-headless-bundle-phyboard-polis-imx8mn-1.raucb

ik
THSERGE, WA TRES AN R, (HRXNTIRER T

[ 7416.336609] block nbd®: NBD DISCONNECT
[ 7416.340413] block nbd0: Send disconnect failed -32

7.4 BENMFAEF HTTP FIREEH

RAUC ZHE H AU IHUA Z [ 22 AL R 4 o SXAEILA G0 P ol s PR ok R R . SR T
RAUC ki, iX—id FEICTHAAEAT R AR B AT 5E 1%, RAUC 2 MBI T+t Slade B 0T 75 B0 1 56 1
T X —FEHE R PAE ), RAUC 1" Bid W I 5147 e @A BRI . 527 |y 9"
Mg BiEE R RAUC Bl Y : https://rauc.readthedocs.io/en/latest /advanced.html#adaptive-updates

AL R, PHYTEC distro ampliphy-rauc ]l ampliphy-vendor-rauc ¥4 i85 M T2k 3 & H RAUC
EREIVS] 3
Together with i@ it HTTP J7ts 4 JF 2% ¢, adaptive updates allow for only downloading necessary data needed

for an update. See the following link for the official RAUC documentation: https://rauc.readthedocs.io/en/
latest /advanced.html#http-streaming

fiE A2 24


https://rauc.readthedocs.io/en/latest/advanced.html#adaptive-updates
https://rauc.readthedocs.io/en/latest/advanced.html#http-streaming
https://rauc.readthedocs.io/en/latest/advanced.html#http-streaming

CHAPTER 8

8.1 Bah@iE3c

TS
ARE ARSI UES % . SR RAUC §y PHYTEC BSP BUA G SX 852, I HAMERE) .

8.1.1 U-Boot standard boot

For U-Boot, the boot logic that selects the correct partitions to boot from is implemented using U-Boot’s
standard boot. Only the RAUC-specific variables are saved in U-Boot’s environment and should not need
to be modified.

TEZW by}

BOOT_ORDER L& DA o0 B ) 3% IR s L e R HES B B Bh i 4 91 3. 12248k
RAUC HzhikH .

BOOT system® LEFT FHEA slot FRIR 2R EKEL. %S5 RAUC Bk E

BOOT systeml LEFT

8.1.2 Barebox Bootchooser }EZ2

X} barebox Feiji, B bootchooser Fl state HEZEA SEMIESE LM HR 1Y JH 824 . A barebox SUR{PA
B (E B . Barebox Bootchooser Framework, Barebox State Framework.

First, the state framework configuration needs to be added to the barebox device tree. Check out the
walnascar__bsp-customization chapter in the Yocto reference manual. The state framework configuration is
already included with our BSP for the supported SoC and can be directly included in the main barebox
device tree. E.g. for i. MX6 based module:

[#include "imx6qdl-phytec-state.dtsi"

25


https://docs.u-boot.org/en/latest/develop/bootstd/overview.html
https://docs.u-boot.org/en/latest/develop/bootstd/overview.html
https://www.barebox.org/doc/latest/user/bootchooser.html
https://www.barebox.org/doc/latest/user/state.html
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ZIFEHFERG, HHBESHH bootloader.,

ot
R, BN state fE2RZ )5, EEPROM EIRHY 160 “FH5g i, AR AR P AT Hoth

TNHPBAER FBRR T BSP R state HEZERCER B, ATPAEE], EEPROM JIT{#fif state ffH.

/AL
aliases {
state = &state;
I3

state: imx6qdl phytec boot state {
magic = <0x883b86a6>;
compatible = "barebox, state";
backend-type = "raw";
backend = <&backend update eeprom>;
backend-stridesize = <54>;

#address-cells = <1>;
#size-cells = <1>;
bootstate {
#address-cells = <1>;
#size-cells = <1>;
last chosen {
reg = <0x0 0x4>;
type = "uint32";
1
systemd {
#address-cells = <1>;
#size-cells = <1>;
remaining attempts {
reg = <0x4 0x4>;
type = "uint32";
default = <3>;
I
priority {
reg = <0x8 0x4>;
type = "uint32";
default = <21>;
};
ok {
reg = <Oxc 0x4>;
type = "uint32";
default = <0>;
i
i
systeml {
#address-cells = <1>;
#size-cells = <1>;
remaining attempts {
reg = <0x10 Ox4>;
type = "uint32";
default = <3>;
i
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priority {
reg = <0x14 0x4>;
type = "uint32";
default = <20>;

I}3
ok {
reg = <0x18 0x4>;
type = "uint32";
default = <0>;
I3
I}3
13
I3
13
&eeprom {
status = "okay";
partitions {
compatible = "fixed-partitions";
#size-cells = <1>;
#address-cells = <1>;
backend update eeprom: state@® {
reg = <0x0 0x100>;
label = "update-eeprom";
I}3
1}3
18

(e E1)

TP RGP e RHE), bootchooser i % T ff state HELILE . X THEARLE, WATHEHEL—1E

ZhA . XFF NAND flash R4, B DRERHNA LT :

52 1: /env/boot/system0

#!/bin/sh
[ -e /env/config-expansions ] && /env/config-expansions
[ ! -e /dev/nand0O.root.ubi ] && ubiattach /dev/nand0.root

global.bootm.image="/dev/nand0@. root.ubi.kernel0"
global.bootm.oftree="/dev/nand0. root.ubi.oftreed"

global.linux.bootargs.dyn.root="root=ubi@:root@ ubi.mtd=root rootfstype=ubifs"

B A ARG G RHR (U0 A A R A X

MR B A, (HRHEEMESIZRSHEER.
BT R0 TE R bootchooser 5 JMEFRIEAR

fit#s eMMC flash 1) Machine {ifi J§

barebox$ nv bootchooser.state prefix=state.bootstate
barebox$ nv bootchooser.system0.boot=systemd
barebox$ nv bootchooser.systeml.boot=systeml
barebox$ nv bootchooser.targets="system0@ systeml"

27
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8.2 eMMC Boot 3[X

il eMMC flash 774i%, Fefi10] A Boot 43X SEH 4514y bootloader
ERINTHOUR , H AR BSP ik T4 (40 phytec-headless-bundle) 5 H T F+4% eMMC boot

43X bootloader

*, U-boot FRGTAEBATIRAFIAESR — 70 IXHTHY user Ik, user DIsB (5 BeB AN IR AL AR i U2

E]’J bootloader.

EFBHF bootloader 5 AF| eMMC boot 43X, HIEXKAGHY

target:~$ echo 0 > /sys/block/mmcblk2boot0/force ro
target:~$ echo 0 > /sys/block/mmcblk2bootl/force ro

¥ bootloader 5 A F| eMMC boot 43X :

target:~$ dd if=imx-boot of=/dev/mmcblk2boot0® bs=1k seek=33
target:~$ dd if=imx-boot of=/dev/mmcblk2bootl bs=1k seek=33

ZRBE T iMX 8M Mini SoC., W&, HAh SoC W e AF Y bootloader C4:PA K& A[FHY bootloader

IR AE . ZIMFE BT seek LG E . AHE T RIKPONIE SoC FrEKAY s (H :
SoC User X it RTZ{E Boot X 1B {E eMMC && Bootloader
iMX 6 1 kiB 0 kiB /dev/mmcblk3 barebox.bin
i.MX 6UL 1 kiB 0 kiB /dev/mmcblk1 barebox.bin
iMX 8M 33 kiB 33 kiB /dev/mmcblk0 imx-boot
i.MX 8M Mini 33 kiB 33 kiB /dev/mmcblk2 imx-boot
i.MX 8M Nano 32 kiB 0 kiB /dev/mmcblk2 imx-boot
i.MX 8M Plus 32 kiB 0 kiB /dev/mmcblk2 imx-boot
i.MX 91 32 kiB 0 kiB /dev/mmcblk0 imx-boot
iMX 93 32 kiB 0 kiB /dev/mmcblk0 imx-boot
iMX 95 32 kiB 0 kiB /dev/mmcblk0 imx-boot
AM62x, AM62Ax, N/A /dev/mmcblk0
AMGx 0 kiB tiboot3.bin
512 kiB tispl.bin
2560 kiB u-boot.img

8.2.1 Bootloader {R#2

P&, HMEEE— SoC, M {Ht <l bootloader BEE{ BAE user XIEifi2 boot 43K A .
I£ bootloader 5 A eMMC boot 4rXJ5, M boot 4 XJEEhEEEA AT iy i fE

[target:~$ mmc bootpart enable 1 0 /dev/mmcblk2

)

X EIRE LG 5% eMMC boot 43X bootloader A £
TR TR H AR R G, X4k

FRHIM eMMC boot 73 XJH3l, HEH AT HA 4

Wi . user XIgkf1 bootloader AFg{di . FE
HRM A RAUC N T,

[target:~$ mmc bootpart enable 0 0 /dev/mmcblk2

a2 PdT)E, eMMC user 4 KIRHAER S bootloader

&%

28
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fiif U-Boot i}, 7£ bootloader Hrn] DA FHAH{LIAG 4> :

u-boot=> mmc partconf 2 6 0 0 # disable
u-boot=> mmc partconf 2 06 1 0 # enable
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